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a b s t r a c t 

This paper presents a survey of the literature on the strategies to enhance the resilience of power systems while 

shedding lights on the research gaps. Using a deductive methodology on the literature covering the resilience of 

power systems, we reviewed more than two hundred peer-reviewed articles spanning the 2010–2019 decade. We 

find that there is vacuum on the level of integration that considers the interdependence of local or decentralized 

decision making in an adaptive power system. This gap is widened by the absence of policies to enhance resilience 

in power networks. While there is significant coverage and convergence of research on algorithms for solving 

the multi-objective problem in optimization routines, there are still uncharted territories on how to incorporate 

system degradation while designing these self-restoration systems. We posit that a shift to a smarter, cleaner and 

more resilient power network requires sustained investments rather than disaster-induced responses. 
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. Introduction 

It is generally acknowledged that one of the greatest challenges fac-

ng the society of the 21st century is related to sustainable and low-

arbon use of energy [1] because many sectors of the economy are de-

endent on reliable and resilient energy supply. In fact, the unprece-

ented demand for electricity is accompanied by concerns for climate

hange leading to why many countries are turning to cleaner and more

fficient technologies for producing power. Likewise, there has also been

 paradigm shift in the way consumption is managed and power is dis-

ributed across the grid. Combined, these two factors have burdened

onventional radial power grids with unfamiliar issues such as the un-

ertainty around overloaded generators and stretched transmission lines

nd weakened distribution systems susceptible to extreme failures or

ven total blackouts. 

To provide a concrete example, recently, the demand for electricity

or heat in the state of Texas soared due to unexpected low temperatures

eading to the spontaneous shutting down of several power plants [2] .

he soaring demand plunged the frequency of supply significantly be-

ow 60 Hz, and that eventually led to cascading blackouts. Historically,

reparing a system for component failure included increasing redundant

omponents and alternative options for replacing faulted sections. While

ostly effective, such methods have been proven to be less cost-efficient

n the long run and unproven against more recent types of faults intro-

uced by renewable energy. This calls for a change in the way power
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rids are designed to handle not only the stochastic nature of renewable

nergy sources, but also the faults and cascading failures. In the past

ecade, researchers in the energy sector have focused on developing

daptive protection schemes and flexible network topology to increase

he resilience of power grids while also attaining optimized power gen-

ration. 

Capable of locating and analyzing faults and then executing appro-

riate corrective action, “self-healing systems ” have been proposed and

ven implemented in parts of the world. These systems use intelligent

ault identification modules, smart metering units, synchrophasor mea-

urements, communications infrastructure, and re-configurable network

opology to achieve self-healing functions. Undoubtedly, new technol-

gy requires concurrent policy development and governmental support

or any change to be made to the public-sector utilities. Globally, at

oth the national and local levels, policymakers have developed new

ilot programs to make the shift to smart power infrastructure possible.

The thesis of this paper is to examine the literature on the status of

elf-healing in power systems in recognition of the detrimental impacts

f man-made or natural disasters on critical infrastructure systems. The

bjective is to emphasize the knowledge gaps while simultaneously ex-

loring investment and policy frameworks for self-healing systems. In

his paper, an extended exploration is conducted on the more recent

nd relevant literature on power network resilience strategies covering

he decade, 2010–2019. The focus over this time interval is underscored

y the uptick in the frequency for network restoration and system re-
21 
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ilience. This review is informed by the correlated response in the re-

earch arena on models and approaches to better catalyze the recovery

f socioeconomic systems – that depend on electricity supply – of com-

unities in the advent of a disaster. The COVID-19 pandemic has also

einforced the need for change by highlighting the importance of flex-

bility for resilient energy systems especially with policy recommenda-

ions aimed at improving flexibility in energy systems [3,4] . The inter-

ependence of the sectors of the economy particularly the dependence

f food and water systems on energy requires instituting the right sets of

olicies to promote an array of technology options to meet the resilience

t the nexus of these systems for sustainable development [5–8] . 

In summary, this paper adds value through the following contribu-

ions. First, it offers a comprehensive and an updated review of literature

n self-healing systems that includes components, modern approaches,

nd currently developed and pending policy incentives. The research of-

ers an all-encompassing view of the entire scope of self-healing systems

hat, to the best of our knowledge, has not been covered with empha-

is on the drawbacks or shortcomings of certain approaches especially

hen considered with all aspects of restoration schemes in power sys-

ems. Second, this review introduces response to power system disrup-

ions from the lens of self-healing, and offers a look-up reference for

merging scholars in this research space. The value lies in offering a sin-

le source of information with suggestions for future research agendas

n this domain. Third, the bibliometric analysis in this review identifies

esearch trends with a data-driven view of the global collaborations be-

ween authors and their geographical distributions in this arena. Fourth,

he coverage of market-driven policy initiatives adds value to the tech-

ological evaluations – as aspect that we have not seen in the extant

iterature. This review sheds lights on policy frameworks that will in-

entivize non-governmental actors, such as the private sector and utili-

ies, to make investments into electricity network resilience and disaster

isk-mitigation and preparedness. Fifth, and most importantly, this re-

iew draws attention to the gaps in research such as quantifying the

alue of self-healing systems. 

The rest of this paper is organized as presented in Fig. 1 as follows.

ection 2 provides the methodology used in the paper and some ba-

ic descriptive analysis of the surveyed literature. Section 3 presents

he concept of self-healing and the inspiration drawn from self-healing

rocesses such as morphogenesis in plants and other natural systems.

ection 4 presents the configurations of self-healing in power systems

hile Section 5 discusses the different types of approaches for power sys-

em enhancements. Section 6 discusses public policies for power system

nfrastructure resilience. Section 7 focuses on disaster-induced risk miti-

ation. Section 8 highlights the major challenges in self-healing systems.

ection 9 discusses the significant observations of the meta-analysis, and

ection 10 concludes. 

. Methodology 

To obtain the required networks for bibliometric analysis, the pro-

edure similar to [9] described in Fig. 2 is followed. The literature ex-

mined were drawn from databases such as Google Scholar, Web of Sci-

nce, Scopus and PubMed with papers from the last decade, i.e., 2010–

019. The search criteria centers around self-healing systems including

pecific keywords to limit the scope of the meta-analysis. The resulting

atabase returns were downloaded with their titles, authors, publishing

ears, affiliations, keywords, abstract, country and the full citation for

ach document. 

Next, the database is imported to VOSViewer, a software capable of

isualizing bibliometric networks and co-citation maps [10] . It is nec-

ssary to refine the database to curtail repeated or similar words and to

btain an accurate visualization as described in Stage 2 of Fig. 2 . In ad-

ition, constraints for minimum occurrences or minimum citations are

pplied to limit items included in the network. Adjusting parameters

uch as scaling and size variation for adequate visualization precedes

he final step on obtaining the network in Fig. 3 . This keyword network
2 
specially helps in recognizing links between keywords that are related

o the topic with minimum occurrence of at least twenty. The nodes are

epresented by the keywords and their sizes are based on their counts.

he lines represent the connection between any two nodes. It is also

mportant to note that the color of the nodes indicates the mean year

f occurrence or publication of that node according to the color scale at

he bottom of the figure. 

Evidently, smart grid, distributed generation, and microgrid are the

op keywords or phrases with the highest occurrence. The main take-

way from this network is the increased research interest in microgrids

n recent years, and the move towards renewable energy sources. It is

lso critical to note that while resilience has received increasing atten-

ion in recent years, there is still a dearth of research focus on the topic.

. Self-healing 

Approaches in recent literature often highlight, amongst others, in-

reases in redundant capacities [11–17] ; non-centralized generating as-

ets [18–26] or mobile power generators [21,27] as a hedge against

ystemic failure; operational considerations through radial and meshed

opology [28] ; mitigating real time market disruptions [29] ; or the use

f non-cooperative [30] or cooperative [31] game-theory on distributed

nergy resources. While methodologies have offered considerable im-

rovement in the system’s robustness and resilience, they consequently

re often prohibitive when life-cycle costs are considered [32] . The

anagement of spare capacity which only comes into use under low-

robability high-consequence (LPHC) events like hurricanes or other

isasters also warrant upkeep expenses to guarantee their availability

hen the need arises. The value proposition of the given methodology

ver many of these approaches is the inherent self-organization and self-

ealing which serves as a prerequisite for the inclusion of any of these

pproaches. Furthermore even when such need arises, it will be within

he bounds of an optimal deployment scheme. 

A major limitation of these approaches is the outright absence of the

onsideration for system degradation. The level of system performance

rior to a disaster dictates the severity of the outcomes. It is aptly noted

hat a deteriorated system may still be functional; however, such a sys-

em will have a very limited resistance to shock-induced failure. Thus,

he inclusion of the system’s deterioration as a metric of internal stim-

li in the self-healing process is critical not only to understanding the

ystem’s vulnerability, but also in proffering the necessary restoration

nvestments prior to an outright breakdown or failure, disaster-induced

r not. Lastly, the awareness that even without these interdependent

ystems, the degradation in their performance over time requires char-

cterizing the changes in the evolution of their performance levels in

rder to develop an effective restoration investment strategy. Histori-

ally, the perception of engineering design is based on optimizing a pre-

elected physical characteristic of a system to meet specific functions

ith the objective of minimizing cost or maximizing performance [33] .

owever, the increasing need to balance safety and cost, and the in-

reasing interdependence call for a change in the management of these

ystems. Table 1 below provides a summary of self-healing processes in

ature as premises for inspiration on how power systems could adapt. 

For example, plant morphology shows that plant growth widely re-

ects ambient environmental conditions through their dynamic vascular

ystem. The branches act as agents that collectively decide on the dis-

ribution of resources (water and minerals) leading to a relatively opti-

ized access to more favorable regions of the environment. The amount

f a resource, such as sunlight reaching leaves, determines the thick-

ess or growth of a connection. This acts as a model for self-healing

ower systems. The need for self-healing in materials is of huge inter-

st as there is an increase in the lifetime of the material, reduction in

eplacement costs and improved product safety. The idea behind an-

lyzing the healing behavior seen in living nature is to extend these

deas to address the fatigue problems in synthetic materials and open

ew avenues of insight and research. We posit here that self-healing
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Fig. 1. Framework of the meta-analysis on adaptive power systems. 

Table 1 

Summary of the premises of self-healing in power systems. 

Premise Objective Contribution 

Self-healing inspired 

by nature [34–47] 

To identify processes in nature 

that power systems could adopt 

for self-healing. 

1. Utilizing the concept of morphogenesis, i.e., the death of a cell creates stimuli to the neighboring cells 

which, in-turn make adaptations that lead to corrective outcomes. 2. Modelling branches as individual 

agents that collectively decide on distribution of limited resources to all their nodes. 3. The Vascular 

Morphogenesis Controller (VMC) relocates nodes shows adaptation to environmentalgradients and 

recovery after structural damages. 

Self-healing 

materials [48–52] 

To adapt healing processes to 

synthetic materials and open 

new avenues of research and 

insight. 

1. New materials have been designed and prepared with intrinsic autonomic self-healing. 2. 

Thermodynamic requirements and chemical reactions that lead to self-healing nature have been assessed. 
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pproach is most relevant in the disturbance progress, post-event and

estoration phases of system resilience. Table 2 summarizes some of the

aterials that are appropriate for self-healing schemes in power system

omponents. 

eduction 1 (Research Gap) . Approaches for self-identification of fail-

res in power systems or auto-restoration schemes after certain types of

ailures have been developed. While these schemes add value through

heir inherent self-healing properties, such properties are limited by

heir optimal deployment strategies. Further, the inclusion of system

eterioration as a metric to understand the systems vulnerabilities is a

ritical task in planning the restoration scheme. Moreover, with the in-

rease in interdependencies within systems, these approaches cannot

e designed through conventional engineering design methodologies

f pre-selecting variables and maximizing performance while lowering
3 
osts. There are significant gaps on replicating biological processes, e.g. ,

orphogenesis, to adapting the power grid in the event of a failure and,

onsequently, keeping costs in check. There is a vacuum in the level

f integration required in a complex adaptive system with interdepen-

ence, local or decentralized decision making with the influence of un-

erlying policies. 

. Power systems configurations for self-healing 

With the large scale penetration of renewable energy sources com-

ined with power grids capable of isolating themselves in microgrids,

he scale and complexity of distribution networks make it difficult to de-

ign and plan the network. Fault location, Isolation, and Service restora-

ion (FLISR), according to [53–56] , establishes the platform for reliable
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Fig. 2. Procedure for conducting the meta-analysis and obtaining the bibliometric networks. 

Table 2 

Materials for self-healing in power systems. 

Materials Mechanism of self-healing 

Polymers: hard elastic 

polypropylene (HPP) [49,51,52] 

HPP, just as other viscoelastic polymers, was observed to consist of a stacked lamellar morphology, perpendicular to the axis of 

polymer extrusion, that was capable of healing interlamellar micro voids formed following stretching (in the perpendicular 

direction). 

Ceramics: Barium Titanate 

Glass, Ceramic Thin Films [50] . 

Microencapsulation approach is the embedding of a microencapsulated liquid healing agent and solid catalytic chemical 

materials within a polymer matrix; such that upon damage-induced cracking in the matrix, microcapsules release their 

encapsulated liquid healing agent into the crack planes. 

Concretes: fiber reinforced 

concrete [49,52] . 

Extrinsically self-healing materials were developed in which fibers, employed for reinforcing the material, were filled with a 

self-repair fluid. These composite materials would autonomously heal (i.e., damage would break the fibers releasing the healing 

fluid, which would fill microscopic cracks). 

Polymer composites [52] Cracking leads to mechanical degradation of fiber-reinforced polymer composites; in microelectronic polymeric components it 

can also lead to electrical failure. Here, structural polymeric material have the ability to autonomically heal cracks. The material 

incorporates a microencapsulated healing agent that is released upon crack intrusion. Polymerization of the healing agent is 

then triggered by contact with an embedded catalyst, bonding the crack faces. 
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nd secure distribution of energy, and when performed autonomously,

ecome the base framework for self-healing and resilient systems. In

articular, these systems can be centralized or decentralized based on

arious factors such as the scale and complexity of the network, pene-

ration of renewable energy, presence of variable demand and demand

esponse programs. 
4 
To recognize a self-healing power distribution system is a complex

ask, for it requires a systematic analysis of technologies, and, as shown

n [57] , a three dimensional framework containing a technology dimen-

ion, temporal dimension, and a functional dimension. Designing a self-

ealing control system also involves identifying the possible states of

he power system to appropriately define the constraints. These states as
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Fig. 3. Bibliometric network of keywords. 
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escribed in [58] are optimizing, normal, fragile, fault and breakdown

tate where a self-healing system will work towards ultimately reaching

he optimizing state in normal operation or normal state in emergency

peration. 

Zidan et al. [53] suggests upgrading existing conventional power

rid components to implement FLISR capabilities, further employing ad-

quate intelligence through modern technologies to support self-healing

unctions such as data acquisition, decision control, power flow opti-

ization and fault detection. Such a complex system upgrade needs

he ability to monitor and diagnose the network through digital sig-

al processing in intelligent sensors connected via a wireless network

ith enough speed and bandwidth to support big data transmission to

ltimately create an interconnected power and communications struc-

ure of systems. These advanced systems are categorized into primary

ystem, secondary system, information and communication technolo-

ies and control systems [59–62] . The primary and secondary systems,

lso known as the base power systems [63] , make the actual power net-

ork, from generation to switches to variable loads and energy storage

ystems. The information and communications systems, or support sys-

ems, cover the entire grid to provide two-way communication between

ach component and its controller for monitoring, fault detection and

ontrol commands. The control or application systems are responsible

or processing real-time data, diagnose faults, execute corrective action,

nd obtain feedback through response loops to achieve self-healing [64] .

Another approach at defining the self-healing framework is creat-

ng a hierarchical layered system architecture where each layer has its

esignated level of control and functions with bi-directional flow be-

ween each subsequent layer through wired/wireless connections. One

xample is Strategic Power Infrastructure Defense (SPID) system, with

 deliberative layer (highest level), a coordination layer, and a reactive

ayer (lowest level). The deliberative layer is responsible for a wide area
5 
ontrol and handles the largest amount of information whereas the re-

ctive layer collects real time inputs with a narrowly focused control

65] . 

In its final report on smart grids [66] , the U.S. Electric Power Re-

earch Institute detailed the approach to estimate the benefits of a smart

rid project, and broadened the definition as implementation of tech-

ologies, devices, and controls to optimize the efficient, reliable and

afe delivery of electricity. The European Commission further added

ntegration of renewable sources, and a flexible service-oriented grid

o its definition [67,68] . Establishing a wide area measurement system

WAMS) using synchrophasor measurements from Phasor Measurement

nits (PMU) that are strategically placed along the transmission net-

ork is one way to reduce the risk of cascading failures down the line.

his helps smart power grids with high penetration of renewable en-

rgy sources in tracking real-time dynamics by monitoring the current

nd voltage phasors. Self-sufficiency implies integrating distributed en-

rgy resources (DER), energy storage systems (ESS), and controllable

oads, which can be designed to act as a single controllable entity. The

daptable and flexible structure of microgrids brings further benefits,

uch as less pollution, reliability, and increase in power transmission

fficiency for consumers, utilities, and countries. Table 3 summarizes

he objective, methodology and contribution of each of the compo-

ents of a self-healing system while listing the list of references for

ach. 

eduction 2 (Elements of a self-healing network) . Integrating the

forementioned components could lead to an ideal self-healing grid con-

isting of the following: real-time monitoring; distributed adaptive en-

rgy management system and control; information and communications

etwork; and flexible power grid structure capable of reconfiguration.

 key distinction between self-healing networks and traditional power
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Table 3 

Summary of the locus of self-healing in power systems. 

Locus Objective Methodology Contribution 

Smart Grids 

[59,60,66–

72,73,74–79–

81–83,84,85–

93] 

To improve the grid by deploying 

intelligent metering, protection and 

communication tools to become more 

resilient, sustainable for customer 

interaction while integrating renewable 

energy and grid flexibility. 

1. Design a grid with subsystems: Power, 

Communication and Information. 2. 

Establish a real-time, bi-directional 

communication flow between 

components with data processing. 3. 

Integrate renewable energy in the 

network. 

1. Smart grids optimize power generation 

and network typology, fault detection 

and provide service restoration strategy. 

2. The data is autonomously used across 

the grid-wide computing network from 

downstream customer devices to 

substations in order to drive fault 

diagnoses and implement proactive and 

restorative adjustments at the grid level 

required. 

PMU 

[60,62,63,79,82,94] 

To establish a wide area measurement 

system (WAMS) using synchrophasor 

measurements from Phasor Measurement 

Units (PMU) that are strategically placed 

along the transmission network. 

1. Establish network and identify 

strategic locations for PMUs to cover the 

network by the WAMS. 2. Calibrate the 

PMUs for specific network. 3. Analyse 

feedback from the WAMS to verify 

corrective actions. 

1. PMUs help smart power grids with 

high penetration of renewable energy in 

tracking real-time dynamics by 

monitoring the current and voltage 

phasors 2. Calculation of swing angles for 

stability determination; providing 

coordination between local controllers; 

generation loss prediction by measuring 

real-time frequency deviation. 

Microgrids 

[9,62,69,71,83,95–

128] 

To establish self-sufficient microgrid that 

includes energy storage systems and 

controllable loads as a single entity 

capable of bi-directional power flow. 

1. Design a grid with distributed control 

and smart agents capable of isolation if 

failure occurs. 2. Self-sufficicy of each 

unit with independent energy 

management system. 3. Utilize 

optimization modules to solve the 

stochastic problem that accounts for the 

uncertainty in power generation and 

scheduling. 

1. Microgrids provide the ability to 

isolate faults, eliminating the need for 

redundant assets and complicated 

preventive measures. 2. Offer a platform 

for future research in advanced power 

systems due to their flexibility and 

ability. 3. Open up opportunities for 

bi-directional communications with the 

main grid and other microgrids to 

facilitate power distribution and load 

calculations. 

Distributed 

Generation 

[53,62,73,77,83,86, 

87,117,129–

135–139] 

To provide local and on-site power 

generation using small-scale devices such 

as diesel generators or renewable energy 

source-based generators (RES-based) 

1. Identify strategic locations 

geographically to establish distributed 

generation.2. Install them according to 

the weather pattern and demands of the 

specific location. 3. Evaluate the need for 

dispatch such as micro-turbines or 

energy storage systems. 

1. They support self-healing functions by 

delivering island operations to avoid 

cascading failures and minimizing losses 

to the non-affected parts of the grid.2. 

They participate in power selling to the 

main grid. 3. Tackles the issue of 

uncertain power generation by RES-based 

generators. 4. Reduction of feeder power 

losses; flatter voltage profile; peak 

demand shaving. 
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rids is the two-way power and information flow due in emerging mi-

rogrids with advanced data acquisition components. Microgrids can

lso be in island mode to provide isolation to a faulted area and en-

ure uninterrupted power supply to the highest number of consumers.

apers have proposed power-sharing and negotiations between the net-

orked microgrids and the main grid; however, there is a dearth of

esearch in prioritizing critical load. Some authors have also discussed

he customer-side participation in power distribution. Real time moni-

oring is enhanced by a wide area measurement system and the optimal

lacement of PMUs at strategic points. 

. Approaches to power system enhancements 

Self-healing systems popularly have at least two modes of operation,

ormal mode where the objective is to deliver power in the most effi-

ient manner keeping costs low, and self-healing mode where a fault

r multiple faults have been detected and the objective is to execute

ppropriate corrective action and ensure power supply to the maximum

umber of customers. Systems, typically, are also designed to locate said

aults and identify the type and potential damage that can be caused by

hem. All these requirements make the power optimization problem a

ulti-objective non linear function and there are classes of approaches

roposed by researchers to tackle a part of or all of the requirements

escribed. 

Multi-agent systems (MAS) deploy several intelligent agents with the

bility to communicate with each other to reach a global set of goals

y each completing their local tasks subject to system-wide and local

onstraints on decision variables [83] . These systems are designed such
6 
hat each agent has its specialized role and it can either communicate

ith another layer or report to a higher agent depending on the topology

f the network. They are strategically placed at locations in the network

nd follow predefined communication protocols. 

Centralized approaches traditionally require a main controller re-

ponsible for data analysis, fault detection, optimization and commands

or service restoration. While ideal for finding the best global solution,

 central solution is slow in computation, has a high inertia in terms

f reconfiguration, and due to a central control, has a single point of

omplete failure [53] . Decentralized approaches are contingent on dis-

ributed control and depend on peer-to-peer communications between

ocal monitoring devices such as IEDs. Bi-directional power flow and

arge complicated network topologies are ideal for application of a de-

entralized control strategy, where data is processed locally instead of

 single SCADA-like controlling agent [53] . 

Fault diagnosis in distribution grids due to little understanding of

peration rules, losses in conventional data collection, integration of

Gs and introduction of smart meters such as PMUs, is difficult to real-

ze with the existing data. Thus, this calls for various machine-learning

ased programs (artificial intelligence) that can identify patterns and go

hrough training modules to form rules and understanding of the new

rchitectures being explored in the current phase of research on self-

ealing grids. 

Meta-heuristic algorithms are designed to solve multi-objective opti-

ization problems using a set of rules or strategies to develop a heuristic

lgorithm. With the induction of expert knowledge, heuristic algorithms

re proven to be faster in computation as they limit the search to de-

ired area [58] . While powerful, most of the meta-heuristic algorithms



E. Shittu, A. Tibrewala, S. Kalla et al. Advances in Applied Energy 4 (2021) 100036 

Table 4 

Snapshot of approaches to power system enhancements. 

Approach Objective Methodology Contribution 

Multi-Agent 

Systems 

[83,100,131,140,141–

150] 

To deploy intelligent agents with the 

ability to communicate with each other 

as they complete their tasks subject to 

system-wide and local constraints on 

decision variables. 

1. Establish an autonomous network at 

local levels.2. Communicate and report to 

a higher agent based on network 

topology.3. Consider multiple faults at 

different locations and capture 

inter-agent interactions. 

1. Multi agent systems provide a platform 

for future development for full autonomy 

in the power grid. 2. Multi agents 

systems incorporate peer-to-peer 

connections with interchangable roles.3. 

Hedges against failures of power systems 

by offering the highest level of resilience. 

Centralized/ 

Decentralized 

Approach 

[53,88,114,119,151–

158] 

To model a fault restoration system with 

either a centralized control subsystem 

responsible for data analysis, fault 

detection, restoration and optimization, 

or a distributed control scheme with 

subsystems capable of local control and 

peer-to-peer communication. 

1. Deploy supervisory control and data 

acquisition (SCADA) and a distribution 

management system (DMS) to extend 

control over the entire grid in a 

centralized approach.2. Set-up local 

monitoring devices at a microgrid stage 

and a second layer of devices to 

communicate with the entire network in 

a decentralized approach. 

1. Centralized approach is ideal for 

finding the best global solution with a 

robust security system and a relatively 

simple set of communication protocols.2. 

Decentralized approach offers a low cost 

ratio, reliability by eliminating a single 

point of failure, lower inertia for 

reconfiguration, and an ideal 

environment for penetration of 

distributed generation. 

AI/Machine 

Learning 

[82,139,159–

162] 

To incorporate various machine-learning 

based programs that can identify 

patterns and go through training modules 

to form rules and understanding of the 

new architectures being explored in the 

current phase of research on self-healing 

grids. 

1. Design artificial intelligence algorithm 

based on machine learning, evolutionary 

learning, support vector methods or 

artificial neural networks. 2. Use a 

training data set with scenarios or a 

simulated environment for supervised 

learning of the artificial intelligence 

system. 

1. AI systems overcome the difficulty in 

realising fault diagnosis in distribution 

grids integration of DGs and introduction 

of smart meters caused by losses in data 

collection and little understanding of 

operation rules. 2. These systems 

constantly learn and correct prior 

probabilities of events in their calculation 

to better optimize power distribution. 

Meta-heuristic 

Algorithms 

[58,86,112,129,163–

165] 

To apply meta-heuristic algorithms 

designed to solve multi-objective 

optimization problems using a set of 

rules based on expert knowledge for 

faster computation. 

1. Choose a meta-heuristic algorithm 

based on the various existing algorithms 

in the current field or research. 2. Modify 

these algorithms by incorporating expert 

knowledge to optimize their performance 

for power systems 

By limiting the desired search area 

through expert knowledge and 

incoporating robust logic for 

multi-objective problems, meta-heuristic 

algorithms offer a more efficient way to 

reach an accurate solution. 

Graph Theory 

[74,166,167] 

To model the network topology using 

mathematical structures with edges and 

vertices. 

1. Map the current network topology 

with an approporiate graph theory based 

algorithm. 2. Utilize the mathematical 

structure to find the optimal 

configuration for a network that 

incorporates microgrids 

1. These approaches have the benefit of 

being able to leverage the knowledge 

from existing research done on graph 

theory. 2. These approaches provide a 

systematic way of tracking the changes in 

network configurations whilst calculating 

the performance of each of them. 

Fig. 4. Assessment of the approaches. 
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y themselves suffer inherent drawbacks such as poor or premature con-

ergence or local trapping, as pointed out in [129] . 

Alternatively, power grids are often mapped as graphs, which are

athematical structures with vertices and edges, used to model rela-

ionships between two adjacent objects in a network topology, utilizing

raph theory. Table 4 provides a summary of the objective, methodology

nd contribution of each of the approaches for power system enhance-

ents. 

Fig. 4 represents a performance evaluation matrix of the different

pproaches. The three metrics these approaches are scored on are (i)

ecovery time after a fault, (ii) cost of installation and maintenance,

nd (iii) simplicity of set up. The scores are decided by the consolidated
7 
nalysis of the papers included in the review. A scale of 1–10, 10 being

he highest an approach can score and 1 being the lowest, is used. It is

mportant to note that these scores are qualitative comparative analy-

is of the individual approaches based on the authors evaluation of the

nalysis in the referenced papers. 

Other Approaches: There are a few approaches that do not directly

all under the categories discussed above. One such strategy is put for-

ard in [168] for self-healing of smart grids with individual optimiza-

ion modules for generation - providing optimal generator start up se-

uence, transmission - identifying mentioned paths and energizing the

ransmission network and distribution - obtaining load pickup sequence.

ang et al. [169] solve the MINLP optimization problem using the Ben-

ers Decomposition algorithm to divide the problem into an ILP master

roblem and a LP sub-problem which is further solved by primal-dual

nterior point problem. 

A new perspective is offered to limit the fault current with the help

f a super-conducting fault current controller using the intrinsic prop-

rties of a superconductor [170] . The paper identifies the need to keep

he fault current under control to protect the connected devices and en-

ble corresponding control structures to carry out required restoration

chemes. LoPorto [171] designs an automatic sectionalizing and restora-

ion (ASR) scheme for Pepco Holdings Inc using distributed automation.

he alarm management system proposed in [172] recognizes the issue of

rioritizing alarms for individual events occurring during a self-healing

ycle and creates an efficient framework for dealing with low level event

atterns using complex event processing. 

In addition, some fundamental criteria for power reestablishment af-

er a fault are considered based on factors such as priority customer ser-
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ice, energy supplied, technical loses, voltage and loading limits with

cales for each criterion and defined trade-offs. Trade-offs represent

ow much one criterion is more significant than another implemented

hrough the analytical hierarchy process (AHP). A pairwise comparison

etween criteria can be obtained through a global value function and

 mathematical multi-criterion evaluation can be used to determine the

ptimal restoration decision based on the scenario [166] . 

eduction 3 (Opportunities to address cascading failures) . Multi-agent

ystems overcome the issues individually faced by centralized or dis-

ributed systems, such as single point of failure, by placing an intelligent

gent with specified roles and autonomy. However, the literature on the

nalysis and modeling of the communication between these agents is

carce. AI/ML based approaches are broadly used for fault identifica-

ion in conjunction with IEDs and PMUs, essentially to bridge the gap

eft by lack of data pertaining to smart power system faults. Despite the

reponderance of research on the development of meta-heuristic algo-

ithms for solving the multi-objective problem in optimization or selec-

ion of appropriate corrective action, the gap still remains in incorpo-

ating system degradation while designing these approaches. A holistic

elf-healing scheme deploying a multi-agent system with AI-based fault

etection and use of an improved meta-heuristic algorithm for the opti-

ization problem can be designed to enhance self-healing. 

. Public polices for infrastructure resilience 

Khodaei [173] defines resiliency as the ability of power systems to

ithstand low-probability high impact incidents in an efficient man-

er while ensuring the least interruptions in supply and quick service

estoration. Self-healing systems are designed to ensure each aspect of

his process is a resilient power grid. Further, a resilient smart grid

r microgrid sectionalizes affected components of the grid to aid effi-

ient restoration [83] . This necessitates long-term planning and cross

epartmental coordination, to facilitate design, planning and imple-

entation of smart grid systems for power management and control

111] . The extant literature shows that the metrics for resilience varies

idely including cost [174–179] , recovery duration [177,179–183] ,

perational resilience [18,184] , distribution level quantification of re-

ilience [185,186] , and flexibility and adaptability [15] . 

It is imperative to note that the problem of enhancing infrastruc-

ure resilience is less about a lack of smart technology, but rather more

bout a lack of smart policy [187] . The urgency to have policymakers,

uch as Public Service Commissions, institute enactments to incentivize

he private sector and the utility industry to make dynamic resilience-

nhancing investments is critical prior to a disaster because such in-

estments are dire in a disaster’s aftermath. The absence of such policy

rescriptions has been shown to discourage investment, and this invest-

ent hesitance is supported by prospect theory – private investors or

ndustry-level decision makers have less incentives and wherewithal to

ake resilience investments subsequent to a disaster [188] . 

Consequently, resilience in any system does not result from sporadic

r intermittent efforts but rather requires sustained investments [189] .

mplementation of smart grid technologies is needed at a regional level

n local development projects [190] . After every new disaster, the soci-

ty is constantly reminded that there is an insufficiency of support for

apacity building. Even though it has already been nearly eight years

ince a magnitude-9 earthquake unleashed a savage tsunami in north-

astern Japan, the disaster’s consequences are still evident today. For

xample, as of 2017, approximately a third of the 150,000 evacuees who

ost their homes still live in temporary housing. While it’s no surprise

hat the effects of the world’s costliest disaster still linger, it’s relevant to

ote that policymakers in Japan have upgraded the country’s tsunami

arning system [191] . 

However, there is no known effort to improve the resilience of the

ower system aside from earthquake engineers offering ways to build

tructures that are more resistant to quakes and tsunamis. On the one
8 
and, rebuilding for resistance to quakes and tsunamis is vital, but it ig-

ores the nuclear power plant issues that accompanied and exacerbated

he disaster. On the other hand, shutting down the nuclear facilities re-

uires building electricity technology portfolios that offer a higher level

f resilience. In a similar vein, Hurricane Irma’s impact on Florida in

017 shed light on how rural communities served by municipally-owned

tilities had prolonged power outages, further underlying the need for

ore knowledge on policy prescriptions for power restoration as a func-

ion of the socioeconomic vulnerabilities of communities [192,193] . 

The absence of robust policies to incentivize industry or private sec-

or investment evidently impacts the risk management by decision mak-

rs at the firm level on their procedures and preparedness [194,195] .

n terms of modeling specifics, agent-based simulation models- with

he use of GIS data for spatial input information- have been devel-

ped for evacuation [196] and route assignment [197] , [198] , urban

nfrastructure resilience [189,199,200] , and electricity network fortifi-

ation [18,182,201–204] , amongst others. However, very few of these

odels have considered the mechanism of retrofitting the system under

tudy with adaptive investments or proffer potential policy alternatives

s expected in the management of these complex interdependent sys-

ems [205] . The justification is further strengthened by the emergence

f public-private partnerships in domains such as clean electricity ini-

iatives. This is evident in how local governments and the private sector

re already exploring means of working collaboratively to advance en-

rgy efficiency. For instance, (i) Kansas City, Missouri, is supporting

roperty Assessed Clean Energy (PACE) financing programs that are

ccelerating electric energy investments by residents and commercial

uilding corporations [206] ; (ii) there are on-going lessons gained from

nvestor-owned utility Duke Energy’s collaborations with city govern-

ents across North Carolina [207] ; (iii) Tata power company and the

overnment of Delhi created a pilot project for preliminary study of

dvanced metering by installing smart meters at 500 residences in the

ity [208] and (iv) a five-year development plan has been established

n China for compliance of energy related policies and strategies [209] .

eduction 4 (The role of public-private partnerships) . System re-

ilience implies enduring failure events by ensuring least interruption

nd most efficient restoration. By extension, the extant literature indi-

ates that enhancing resilience is an issue requiring modernizing of con-

entional energy technologies and policies. Thus, there is a gap in under-

tanding the incentives for the implementation of smart power systems

or the private sector. This discourages investment in new, untested,

echnology in the energy sector. There is a lack of public policy to sup-

ort retrofitting the current grid with intelligent systems that could offer

mart power control systems. Research indicates that a shift to smarter,

leaner energy management would require sustained investments and

overnmental support rather than event-driven or sporadic attention.

here are promising instances where public-private partnership has re-

nforced the potential of deploying smart self-healing systems in differ-

nt parts of the world. 

. Disaster-induced economic-risk mitigation 

One of the recent contributions to literature that argues coherently

or an integrated approach to disaster resilience highlights the strate-

ies for co-existing amongst natural hazards with the aid of an eco-

omic resilience index [210] . The fragility, survivability and recovery

f a power grid in during such natural disasters can be measured using

our resilience indices, derived using Monte Carlo Simulation methods

211] . However, narrowing the requisite approach into an index may

rovide a starting point for a more thorough discourse due to the com-

lexity of interdependent systems. Because of the widespread diffusion

f functional networks exposes the system to multi-source vulnerabili-

ies and large-scale disruptions [175,212,213] , the emerging field of re-

ilience quantification requires metrics including absorptive, adaptive,

nd restorative capacities [176,214–216] . 
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In fact, the dimensions of resilience have been placed into six dif-

erent categories aptly tagged, “WEIGHT ” [183] . Therefore, many stud-

es that have explored methods to (i) improve economic resilience ei-

her with the aid of input-output or computable general equilibrium

CGE) models [181,188,217–222] , or from the lens of microeconomics

188,216,223–227] , or (ii) prioritize investments in resilience with the

id of multi-criteria decision analysis [228–231] , or with models of se-

uential decision making [232] have all provided relatively useful guid-

nce and outcomes. However, the absence of a dynamic and adaptive

echanism to reinforce the resilience-enhancing investments into the

nterconnected economic systems [177] translate much of the outcomes

nto isolated analysis on recovery or preparedness missing the resilience

imensions and categories. Thus, the extant literature captured by the

pproaches above and the complex adaptive system of systems approach

re analogous to the results from a sensitivity analysis (single variable in

solation as seen in extant literature) versus a scenario analysis (multiple

ariables representing a combination of outcomes). 

A few researchers have approached this investigation from the lens

f a complex adaptive system theory [213,233] , but at the exclusion of

he policy or investment implications. To advance our knowledge over

nd above these studies would be an elaborate process that encompasses

 truly complex systematic methodology with significant emphasis on

he underlying electricity infrastructure. This would be in a process that

ffers guidance for dynamic inter-temporal investment allocation. One

f the marginal shortcomings of some of the existing approaches is their

ocus on the intricate dependencies between the non-electric sectors of

he economy at the expense of the electricity network. However, it is ev-

dent that failures to this critical enterprise system as already witnessed

y recent disasters, such as Hurricanes Harvey, Irma, and Maria, man-

ates modeling dedication and extra attention without losing sight of

he dependent economic sectors. 

Natural disasters have the potential to cause serious damage to en-

rgy supply through single point fault or cascading failures leading to

 full scale blackout, which in turn affects other interdependent sys-

ems such as industries, transportation and communications infrastruc-

ure [178,234,235] . The 8.8 Richter scale earthquake in 2010 in Chile

hat rocked the energy supply for a vast area [236] is another exam-

le demonstrating the importance of tackling such cascading failures

t the earliest trigger. Identifying most probable failure modes, i.e. dis-

overing weak links and generators working under the capacity [237] ;

apturing the progression of cascading faults using stochastic Markov

odel to derive transition probabilities [238] ; studying line failures uti-

izing linear power-flow models [239] ; analyzing inter-dependency be-

ween power and communication network through power-flow equa-

ions [240] ; and geographically tracking line outages to prevent cas-

ading failures [241] are a few approaches to be examined to tackle

ascading failures in disaster-stricken electrical systems. Specifically,

bbey et al. [179] point out the scenario where fossil fuel transportation

o island grids post-disaster is hindered, making the isolated electrical

ystem unreliable and thus proposing the need for divesting into dis-

ributed generation to relieve the load from fossil fuel based generation

242,243] . 

. Major challenges 

The advent of smart power grids, complex power control modules,

nd increased penetration of distributed energy resources bring along

 series of challenges which can individually derail the hopes to com-

lete the implementation of such projects and hinder their ability to

enefit the existing power infrastructure. Moreover, these challenges

re multifaceted and range from technical to political to social sources

s described in Table 5 . 

The negative perception amongst stakeholders [73] , hesitance to-

ards participation by customers [92] , and fear of failure are some of

he social challenges that need to be tackled while introducing a novel

roject to the society. Zidan et al. [53] mention the realistic short-term
9 
cenario where FDIR actions are performed through human operation

nd the concerns that it involves, such as unreliable performance and

ncreased time delays. They also go on to elucidate the significance of

mart grid development to be a gradual and planned process, integrating

olicy changes for each stage of the process. Pilot projects with advanced

etering, increased communications components, and control compo-

ents will have high initial costs, with negligible validation [64,73] . 

Various technical challenges are recognized by authors either spe-

ific to their approach or generally applicable to all self-healing systems.

t the forefront of these is the introduction of uncertainty in incorporat-

ng renewable energy sources and the additional computation that goes

ehind adequately predicting their supply [53,60,81,133,244] . Also,

ith varying load and microgrid structure, bi-directional power flow ne-

essitates monitoring of power flow direction and development of new

omponents that can handle the dynamic structure. Distributed gener-

tion and microgrids bring along a host of new issues like no inertial

upport during transient events and voltage instabilities due to islanded

icrogrids [82] . Performance evaluation of self-healing systems will re-

uire the need to establish a new initial baseline of existing compo-

ents and measurements of impact for each new component against the

aseline [64] . Tight coupling amongst components of a smart rid also

ncreases the risk of cascading failures leading to a full scale blackout

133,245] . Courtesy of increased dependency on cyber networks and

rucial role played by data, there is an increased threat of a cyber attack

nd invasion of privacy in introducing self-healing systems [73,246] . A

ew examples of cyber attacks in SCADA are mentioned in [76] , such as

QL injection attacks, denial of service attacks, identity spoofing, eaves-

ropping or replay attack and spyware. 

. Discussion 

Research has been conducted on various approaches undertaking the

ask of identifying failures or restoring the power system after a certain

ype of failure which increase the system’s robustness and resilience.

lthough, while these schemes add value through their inherent self-

ealing properties, such properties are limited by their optimal deploy-

ent strategies. Further, inclusion of system deterioration as a metric

o understand the systems vulnerabilities is a critical task in planning

he restoration scheme. Moreover, with the increase in interdependence

ithin systems, these approaches cannot just be designed through con-

entional engineering design methodologies of pre-selecting variables

nd maximizing performance while lowering costs. A scarce amount

f research solves such problem by replicating biological processes in

lants, morphogenesis for example, to structure the response of a power

rid in the event of a failure, ultimately reducing system redundancies

nd consequently keeping the cost constraints in check. To note, the

evel of integration in a complex adaptive system with a focus on inter-

ependence, local or decentralized decision making, and managing the

olicies and markets, are yet to be examined. 

Fig. 5 shows how each of the sections in the paper influence the

thers. At the centre is the concept of self-healing systems, and the dia-

ram largely reflects how the each of these sections have a contribution

n defining it. The arrows depict direction of influence and the relations

hown are based on the extensive research conducted in the paper. 

The incorporation of a components discussed in Section 5 would

orm an ideal self-healing grid, with real time monitoring, central or dis-

ributed adaptive energy management system and control, information

nd communications network and flexible power grid structure capa-

le of reconfiguration. The most fundamental distinction between self-

ealing grids and traditional power grids is the introduction of two-

ay power and information flow due to the introduction of microgrids

nd advanced data acquisition components. Microgrids also introduce

slanding capabilities in a grid, to isolate the faulted area and ensure

ninterrupted power supply to highest number of customers. Papers

ave proposed power-sharing and negotiations between networked mi-

rogrids and the main grid, enabled by DGs capable of generating extra



E. Shittu, A. Tibrewala, S. Kalla et al. Advances in Applied Energy 4 (2021) 100036 

Table 5 

Synthesis of challenges and gaps. 

Type of challenge Impact of research gap 

Technical Challenge: 

System interdependence 

Restoration schemes are being designed through conventional methodologies without taking the interdependencies of the system into 

consideration. This highlights the gaps on replicating self-healing in biological processes. 

Technical Challenge: 

Implementation 

Effort s to achieve coupling between grid components also increase the risk of cascading failures leading to a full-scale blackout. This 

shows the gaps in AI/Machine learning designs. 

Social Challenge This manifests in the negative perception amongst stakeholders and hesitance towards participation by customers to emerging 

technologies. The gaps are inherent in the limited understanding of the incentives for private sector investments. 

Political Challenge There is significant reluctance for investments in new carbon-free technology in the energy sector also worsened by the absence or 

inconsistency in policy interventions for pre-disaster recovery plans. The gap here is knowing the impact of policies on decentralized or 

local decision making. 

Fig. 5. Integration of the review elements. 
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ower; however, there is lack of research in prioritizing critical load.

elf-healing schemes incorporating DGs need to account for the fault-

urrent increase they cause and the continued supply to faulted region

ost islanding operation, rather than the obvious influx of uncertainty

n the power flow equations. Some authors have also discussed the

ustomer-side participation in power distribution. The real time mon-

toring is enhanced by establishing a wide area measurement system

nd optimal placement of PMUs at strategic points. 

Multi-agent systems overcome the issues individually faced by cen-

ralized and distributed approaches, like single point of failure or in-

bility to find the best global solution, by placing intelligent agent with

ption of specified roles at the local level with a pre-defined level of au-

onomy. Literature on the analysis and modeling of the communication

etween these agents is scarce. AI/ML based approaches are broadly

sed for fault identification in conjunction with IEDs and PMUs, essen-

ially to bridge the gap left by lack of data pertaining to smart power

ystem faults. These schemes use teaching modules to train the con-

roller to detect either faults or fault signatures in advance to facilitate

aster corrective action. 

There is a substantial amount of research on development of meta-

euristic algorithms for solving the multi-objective problem for opti-

ization or selection of appropriate corrective action, leveraging their

enefit expert knowledge to reduce search area for the optimal solu-

ion. As mentioned earlier, there is a vast gap in the research towards

ncorporating system degradation while designing these approaches and

ost of the papers design or validate their designs based on single faults

r predetermine number of faults. Despite research efforts aimed at ad-

ressing cascading failures, the society still experiences extreme events

uch as complete blackouts that are prolonged and expensive. A holistic

elf-healing scheme deploying a multi-agent system with AI based fault

etection and use of an improved meta-heuristic algorithm for the opti-
s  

10 
ization problem can be designed to handle the entire process of power

ystem self-healing and restoration. 

System resilience is aptly defined as its ability to endure failure

vents, while ensuring least interruption and most efficient restoration

ractices. However research has indicated that enhancing resilience is

n issue that requires the modernizing of conventional energy policies as

ell. Most importantly, there is a gap in policy to incentivize the devel-

pment and implementation of smart power systems for private sector

ompanies, further discouraging any investment in new untested tech-

ology in the energy sector. There is a lack of public policy for the man-

gement of retrofitting intelligent systems on the current grid, which

ould offer the most immediate solution to implement smart power

ontrol systems. It is appropriately indicated in research that a shift to

marter, cleaner energy management would require a sustained invest-

ents and governmental support rather than event driven and sporadic

urges of interest [247,248] . There are though a few instances where

 public-private partnership has reinforced the potential of deploying

mart self-healing systems in different parts of the world. 

The left panel of Fig. 6 is a heat map illustrating the cumulative de-

elopment and the right panel shows the year-wise trends of research in

he four facets of power system enhancements using adaptive systems as

xtracted from the reviewed papers. They reveal the lack of approaches

hat translate self-healing schemes to enhancement or quantification of

ystem resilience. Evidently, a lot has been done on system reliability

s well as fault detection and the effects of disasters. We observe the

ncreasing trend of interest in self-healing systems in the first half of the

ecade with improvement in system reliability. The heat map results

n a few key open-ended questions that the research community should

im to answer: To what quantifiable extent do self-healing schemes re-

ay to improvements in system resilience? How do the developments

n studying failures and disasters correlate with improvements in re-

ilience? How are system reliability and system resilience associated?
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Fig. 6. Research areas by cumulative development (left panel) and by yearly trends (right panel). 
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his review essentially points out the absence of definitive answers to

hese questions, and suggests a direction for future work in the field of

elf-healing in power systems. 

0. Conclusion 

The evidence of gaps in research is significant in the context of self-

ealing or self-restoration schemes in power systems. This paper high-

ights crucial considerations for such self-healing systems with identified

pportunities to limit the inherent cascading failures in the advent of a

isruption. The influence of public-private partnerships are prerequi-

ites for investment allocation. In summary, this paper offers value by

hedding lights on four thematic extractions from the literature. 

First, it provides a policy framework that will incentivize non-

overnmental actors such as the private sector and utilities to make in-

estments into electricity network resilience and disaster risk-mitigation

nd preparedness. Second, the meta-analysis offers an integrated mod-

ling environment that will make the investments above to be adaptive

nd across the economic sectors. This will prevent the often-isolated ap-

roaches that have marginally improved decision making because the

roposed models, due to their integration, will encompass a truly com-

lex system of systems methodology. Third, the prescription for detail-

ng a proposed multidisciplinary or hybrid modeling approach includes

he inherent self-healing that subsumes the development and application

f the integrated models. This holds the potential to radically improve

ystem performance and enhance resilience especially when the state of

nfrastructural decay is used as a metric of environmental/operational

timuli in the self-healing process or as a measure of the system’s vulner-

bility. The fourth highlight is that it is imperative to offer a recovery

r restoration timeline that is optimal. Such recovery timelines would

ave a drastic reduction in economic losses in a process that involves

he stability of the power network, and will be consistent with outcomes

ue to sustained investments. 

There were challenges while curating the sources for this study. The

rst challenge was eliminating the bias in selecting the relevant jour-

al papers. Initially, papers related to cascading and disasters were ma-

orly downloaded prior to collating papers related to bio-inspired or self-

ealing in power networks. Second, certain papers are more tightly re-

ated as they were generated by from a correlation of references, looking

nto the “related articles ” and carefully studying them. This was done to

ake the approach more systematic. The search was also performed in

 manner to help prevent the search engine from producing outcomes

elevant to previously accessed material, and limit the influence of other

actors. Lastly, papers recently published, 2010–2019, were selected in

omparison to more dated literature in order to make sure the study is

ased on emerging trends. 
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